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The Tor Project, Inc.

Our mission is to be the global resource for 
technology, advocacy, research and 

education in the ongoing pursuit of freedom 
of speech, privacy rights online, and 

censorship circumvention. 
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“Still the King of high secure,
low latency Internet Anonymity”

Contenders for the throne:
● None



3

We're in a war conflict of perception

● For example, GCHQ is trying to kill Tor 
“because of child porn”

● We *do* know that people use Tor to fetch 
child porn...
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We're in a war conflict of perception

● For example, GCHQ is trying to kill Tor 
“because of child porn”

● We *do* know that people use Tor to fetch 
child porn... the feds have told us they do
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...Perception

● DoJ's aborted study finding 3% bad 
content on the Tor network

● How do you compare one Snowden leak to 
ten true reviews on Yelp?

● BBC's Silk Road articles telling people 
how to buy drugs safely

● Agent who “showed” massive drop in Tor 
network load after Silk Road bust



7



8



9



10

“The Dark Web”
“The Deep Web”

“The <insert pejorative term> Web”
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High-profile hidden services

The media has promoted a few hot topics:
● WikiLeaks (~2010)
● Farmer's market (pre-2013)
● Freedom Hosting (2013)
● Silk Road (2013)

There are many more (eg: many 
GlobaLeaks deployments, etc) which aren't 
well known by the media (yet).
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Exploiting old Tor Browser users
● By FBI, NSA, SAIC, VUPEN…?
● Better browser sandboxing is needed!
● The Firefox people are pissed that they're 

the weak link in all these stories
– Perhaps they will integrate our 

patches and adopt some of our 
serious privacy fixes?

● Chrome has outstanding privacy issues 
which need to be fixed before we could 
make it into a TBB.
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Funding

● Government funding is good because we can 
do more things

● But it's bad because it influences our priorities
● There is no conspiracy: we don't do things we 

don't want to do. No backdoors, ever.
● Sadly some priorities (like better anonymity) 

never end up being what funders want most
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So what should Tor's role be?

● Can't be solely technical (anymore, if it 
ever could have been)

● But technical is what we're best at (at least, 
historically)

● Remember how important diversity of 
users is
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Anonymity serves different 
interests for different user groups.

Anonymity

Private citizens

Governments Businesses

“It's traffic-analysis
resistance!”

“It's network security!”

“It's privacy!”

Human rights
activists

“It's reachability!”
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Three ways to destroy your privacy 
and anonymity (eg: Tor)

● 1) Legal / policy attacks
● 2) Make ISPs hate hosting exit relays
● 3) Make services hate Tor connections

– Yelp, Wikipedia, Google, Skype, …
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Five ways to destroy your privacy 
and anonymity (eg: Tor)

● 1) Legal / policy attacks
● 2) Make ISPs hate hosting exit relays
● 3) Make services hate Tor connections

– Yelp, Wikipedia, Google, Skype, …
● 4) Hype that it is broken when it isn't
● 5) ...Build a botnet to melt the network
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Botnet
● Some jerk in the Ukraine signed up 5 

million bots as Tor clients (not relays)
● Our scalability work paid off!
● Good thing it wasn't malicious.
● Ultimately it didn't work: everybody 

noticed, and Microsoft has been cleaning 
up the bots

– Which says something for Windows 
users!



21

Number of daily Tor users
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NSA/GCHQ programs that affect Tor

● Quick Ant (QFD), Quantum Insert, Foxacid
● Quantum for cookie tests (good thing we 

moved away from Torbutton's “toggle”)
● Remember, they can do these things even 

more easily to non-Tor users
● At least they can't target specific Tor users 

(until they identify themselves)
● “Don't worry, we never attack Americans” (!)
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omg nsa runs relays

● Actually it appears they mostly don't
– And the few they did were on EC2!
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omg nsa runs relays

● Actually it appears they mostly don't
– And the few they did were on EC2!

● But don't be happy: it's just as bad if the 
relay's upstream logs

– And that happens for honest relays?
● And this is even worse for a single hop 

VPN or barebacking with the internet.
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Parallel construction

● Scenario 1, NSA tips off FBI who finds 
that the Silk Road guy has crappy opsec

● Scenario 2, Silk Road guy has crappy 
opsec

● We know that both are true in various 
cases.



28

Hidden services need some changes

● Make it hard for HSDir to enumerate 
.onion addresses

● Make it hard for attacker to predict 
HSDir locations into the future

● And stronger keys / handshake
● But most important: better performance, 

better usability will lead to “better” uses
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“Users Get Routed” (CCS 2013)

● Tor clients choose three “entry guards”, 
but rotate to new ones after 2ish months

● Need to use better rotation parameters: 
fewer guards, rotate less often

● Threat also comes from a network 
adversary observing honest relays

● Hidden services are especially vulnerable
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Alice makes a session key with R1
...And then tunnels to R2...and to R3

BobAlice

R1

R2

R3

R4 R5

Bob2
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So what's next?

● “Tor: endorsed by Egyptian activists, 
Wikileaks, NSA, GCHQ, Chelsea 
Manning, Snowden, ...”

● Different communities like Tor for 
different reasons.
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So what's next?

● Tails (“adds severe CNE misery”)
● WiNoN, Whonix
● Torbirdy
● Usable, secure systems are the worst 

enemy of those wishing to target our users
● Migrating from 1024-bit RSA to ECC and 

Curve25519 with Ntor
● TLS improvements
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Tor Browser Bundle 3.x

● Deterministic Builds
● “Tor launcher” extension, no Vidalia
● Asks if you want bridges first
● Local homepage, so much faster startup
● Security slider (for e.g. JavaScript)
● Privacy fixes, e.g. font enumeration
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“Core” Tor tasks

● Core Tor (specs, design, hidden services)
● Tor Browser Bundle, deterministic builds
● Metrics and measurements
● Bridges and pluggable transports
● Research
● Outreach and education
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Finally, we accept Bitcoin too

● Please help us get more independent 
from our government funding!

● (Alas, we do it via Bitpay so we don't get 
screwed in our yearly audit.)

● https://www.torproject.org/donate
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Workshop at the Noisy Square:
“How to Help Tor”
21:30 – 23:00+ (right now)
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